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Introduction ’\\

This document is a guide that will teach you how to install a
Debian 12 server with functioning Apache, PostgresSQL and PHP. | will
be going through every step of the installation and | will take into account
every possible issue. | will also add some recommendations especially
about security and useful tools.

| recommend you to make every step in the given order
considering some services work with one another. Also, some steps are
optional and will be explicitly marked as such.

Every important step will be illustrated with screenshots of my
personal installation, just adapt it to your own namings.

In the end you should have a functioning server (in this case a
virtual machine) that you can access only by giving your personal key
and test on any browser on your host machine.

Somes requirements
[J Have your computer running on a linux system.
[J Check your available storage.
[J Read about norms on hosting websites.
[J Learn about some basic linux commands.

Some precisions
e | will use some abbreviations such as vm (virtual machine) psql
(postgresql).
The use of $ means that the command is in a non-root shell.
The use of # means that the command is in a root shell.
The commands highlighted like this are shell commands.
The commands highlighted like £€hi s are psql commands.
When | use for example [username] make sure to replace it with
your own case.
e Titles marked with && are optional parts and will not affect the
usability of your vm.



Set up the Virtual Machine system wd

First of all you will need to have a virtual machine running on your
computer, notice that the server works only when the virtual machine is
on. For this guide, | use a virtual machine to make it easier, as so | will
do every manipulation in a localhost situation, this is a way to fake a
connection with a real server.

Here | will complete the whole installation on a QEMU virtual
machine. So first we need that program.

On a Debian system just run this command to install gemu :

# apt-get install gemu-system

If you’re on a different Operating System or Linux distribution you can
check the installation here : https://www.gemu.org/download/

Now that Qemu is successfully installed, we will complete the full
installation of your virtual machine by using command lines.



https://www.qemu.org/download/

Installing the virtual machine

Now you will need to have an iso image for the virtual machine, you can
find the official iso image on the debian site right here :

https://cdimage.debian.org/cdimage/release/current/amd64/iso-cd/

Here you are going to have to download the file named :
debian-12.5.0-amd64-netinst.iso

Our installation is focused on Debian 12 but notice that you can use any
version.

Before using it on your virtual machine, check the integrity of the image
you have downloaded with :

S shab5l2sum debian-12.5.0-amd64-netinst.iso

Check if the result of this command is the exact same character
sequence as the one in the file SHA256SUMS in the site.

Now we will have to install the virtual machine with the image. Place
yourself in the directory where you decided to store the iso image and
use the following command

S gemu-img create [your image].img 4G

For some explanations : gemu creates a new image on the file you give.
The parameter “4G” specifies that this image will be created with a size
of 4 gigabytes.

Your machine is not running yet but don’t worry we are almost there !
The last step here is to start the gemu virtual machine, we will set up all
the settings we want.


https://cdimage.debian.org/cdimage/release/current/amd64/iso-cd/
https://cdimage.debian.org/cdimage/release/current/amd64/iso-cd/debian-12.5.0-amd64-netinst.iso
https://cdimage.debian.org/cdimage/release/current/amd64/iso-cd/debian-12.5.0-amd64-netinst.iso

In my example | will use different settings on my virtual machine but
don’t hesitate to look for these settings if you want to change some
values (especially about the ports forwarding).

The following command helps you start your virtual machine :

$ gemu-system-x86 64

I\ But don’t use it alone !

We will now go through all the important arguments to specify and | will
give you the command to paste ;

e -machine q35 (it is a kind of vm used by gemu that allows us to
specify all the others arguments)

e -cpu host (it tells the vm to use the same cpu features as the host)

e -m 4G (it tells the vm to use 4 gigabyte of memory from the host)

e -enable-kvm (it allows the vm to use a specific feature of the cpu
that greatly upgrade the performances of the vm)

o -device VGA,xres=1024,yres=768 (it allows the vm to emulate a
gpu and display graphical applications; the rest is the resolution)

e -display gtk,zoom-to-fit=off (it tells the gemu to use gtk+ to
display the vm; also disable the resize)

e -drive format=raw,file=[your_image.img],discard=unmap (it
tells the vm that the image used is raw, file is an absolute path to
your image, and unmap is useful to clean some space on the disk)

e -device e1000,netdev=net0 (1000 is a kind of network card and
netO is the name given to the virtual network device and linked to
e1000)

e -netdev
user,id=net0,hostfwd=tcp::2222-:22,hostfwd=tcp::4443-:443,ho
stfwd=tcp::8080-:80,hostfwd=tcp::5432-:5432
(the argument “user” allows the vm to directly access to the host’s
network, it also links this configuration to the virtual network
created before. All the host fwd are tcp ports forwarding, for
example, the port 2222 of the vm will use the port 22 of the
machine)



And with all of that, the command is :

$ gemu-system-x86 64 -machine g35 -cpu host -m
4G -enable-kvm -device VGA,xres=1024,yres=768
-display gtk,zoom-to-fit=off -drive
format=raw, file=[your image.img],discard=unmap
—-device 1000, netdev=net0 -netdev
user, id=net0,hostfwd=tcp::2222-:22,hostfwd=tcp::4
443-:443,hostfwd=tcp::8080-:80,hostfwd=tcp::5432-
:5432

1. Don't forget to replace your image and check for potential

spaces (never more than two) !
And that’s it, your virtual machine should be starting !

Since it’s kind of a difficult and long command, | suggest you create a
script to start your vm. To do a script you can simply type this (in your
host) :

A\

$ echo “[your command]” >>

virtual-machine-start.sh

And the make the script usable by adding “#! /bin/bash” at the
beginning typing :

S chmod +x virtual-machine-start.sh

Just restart your shell and you can use your script by typing the path to
it, just like this :

S ./virtual-machine-start.sh




Installing the operating system

We can now focus on setting up and installing the operating
system with the right settings.
The installation is very simple, just follow the steps given by Debian and
enter your own informations. Here are the fields that are important :

o Root Password : choose a simple one since it's a vm.
o Username : the name of the user you will use.(see the
screen below)

(T QEMU v A X

Machine  View

© debian 12

Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should start with a lower-case letter, which can
be foll d by any bination of bers and more lower-case letters.

Username for your account:

[fontanil{ ]

o User Password : once again, a simple one.

o Partition disk : YES

o Software selection : make sure to uncheck “debian desktop
environment and check “ssh server” (just like the screen
below).

Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to install one or more of the

[ screenshor | [ conrinue |

nnnnnnnnn




o Device for boot loader : /dev/sda
All the other fields are at your own goodwiill.
Before doing anything, restart the vm by connecting to root (the

username is “root” and the password is the one you defined) or if you
already connected to your user use :

S su -

Enter the root password.
Before using the vm, we need to restart it, use this :

# poweroff

Now restart your vm by using the script or the command we saw.

Now you can connect with your user. First thing first, we can try to make
connections with the outside, for example you can use :

S ping 8.8.8.8 -c 10

This will send 10 ICMP packets to the server of google, if you see
answers scrolling by, this is good you can connect outside your vm !
If not, there may be issues in the command you use to start your vm.

We will now make some tests to check if ssh works correctly.
First let’'s connect from your host on your vm, we need to do that in
non-root so just use :

$ ssh [your username]@localhost -p 2222




You can now use this command to switch to the root shell (while being
connected to your vm on ssh) :

S su -

Just use the password you defined at first. And now to check if
everything is working, install any package by using :

# apt install [package name]

You can also take note of your network characteristics by using :

# ip addr

Also check that you have no Xorg server on your machine, since this is a
vm that is supposed to be a server, a graphical server would take too
much space and drastically reduce the security of the machine. To check
this :

# dpkg -1 | grep xorg

You should get no result.

This is it for the setup of the machine we are going to use. Now
let’s focus on the different services that we need and want to run for our
server. | will go through all of them with every step of their setup.



Make secure connection to root .({f

In this part we will focus on adding a bit of security to our server,
what we will do is to allow connections to the root shell by using a unique
private key. With that you will be able to access the shell root directly
from your host without having to use your user as a gateway.

First you can check if ssh is running correctly, because we will need it a
lot, by using :

# systemctl status ssh

This is an example of what answer you should get if it works correctly.

(T4 QEMU v o~ X
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If the service hasn'’t start correctly, you can easily start it with this
command :

# systemctl start ssh

Now let’s focus on setting up the private key. On your host machine
place yourself in the directory of your choice (by convention it’s in
~/ .ssh/) and generate a key with :

S ssh-keygen -t rsa




For the file where you want to save the key, if you do not enter anything
it will be created with the default name. Same for the passphrase, press
enter to create no passphrase.

You now have two files : your id_rsa (private key) and id_rsa.pub (public
key).

The next step is to copy the public key in the server for example use :

$ scp id rsa.pub [username]@localhost:~/

This will put the file in the space of your user. Now go back on your vm
and this is what you wanna do :

1. Connect to root with $ su -

2. Copy the key to the authorized keys of the root user with :

# cat /home/[username]/id rsa.pub >>
/root/.ssh/authorized keys

Well done ! Now let’s just simplify the connection with a script on your
host. In the directory you want (for example create a ~/scripts) and
write the following script :

#!/bin/bash

ssh-add /home/username/scripts/id rsa

ssh root@localhost
Just paste this text in a file like connect.sh

Here the username is the one of your host and the root is the user you
want to connect with this script. And yes, add the private key not the
public in this script !

Make the script usable by running :

S chmod +x connect.sh




Now restart your shell to take this into account, and then use the script. If
you are connected on root after entering the passphrase (or not), you
have succeeded !

To make the ssh connections even better we can turn off connections by
password on the root user. We just need to change a rule in a
configuration file, edit this file while being on root in your vm :

# nano /etc/ssh/sshd config

And then you need to update or uncomment these two lines :
PermitRootLogin
PasswordAuthentication
The first one needs to be set as “prohibit-password”’ and the second
one needs to be set as “no”. Their use is pretty obvious, | will let you
understand it.
Now your file should be like this :

This is it for the ssh connections, you can also change the root by your
vm username to connect to a user only environment and not a root
environment by ssh.



Apache installation A

e Apache on HTTP

Apache is the service that allows you to host websites on HTTP.
We almost only see HTTPS websites so in this part | will also cover the
way to easily host a https website.
The official Apache documentation is available here :
https://httpd.apache.org/

First thing we need to install Apache, since we are using a Debian
system we just need these 2 commands to install and start Apache :

# apt install apache?2
# service apache2 start

e N

(note : when the system asks for confirmation, just type “y” to accept)

Check if Apache was correctly started with :

# systemctl status apache?2

Just like ssh you should get that kind of answer..

(T4 QEMU v A X
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lines 1-16/16 (END)



https://httpd.apache.org/

If the service hasn'’t start correctly, you can easily start it with this
command :

# systemctl start apache?2

You can now check if the apache server answers correctly. We will need
to make a simple http query by using telnet, in order to do this we are
going to use the localhost on the port 80 (default port). Just do the
following steps :

S telnet localhost 80

The shell is now waiting for you to type something, write this :

HEAD / HTTP/1.0

And then press enter two times.
If Apache is working, you are going to get the following answer from the
command :

HTTP/1.1 200 OK

Since we redirected the port 80 of the server on the port 8080 of the host
machine, we can access the apache menu on a web browser at this
address : http://localhost:8080

You should get this page displayed if it's working.



http://localhost:8080

@ Apache2 Debian Default Page

%_
This is the default welcome page used to test the correct operation of the Apache2 server after installation on
Debian systems. If you can read this page, it means that the Apache HTTP server installed at this site is working
properly. You should replace this file (located at /var/www/html/Lindex.html) before continuing to operate
your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means that the
site is currently unavailable due to maintenance. If the problem persists, please contact the site's administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and split into
several files optimized for interaction with Debian tools. The configuration system is fully documented in fusr/
share/doc/apache2/README.Debian.gz. Refer to this for the full documentation. Documentation for the web
server itself can be found by accessing the manual if the apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

/etc/apachez/

|-- apache2.conf

| ‘-- ports.conf
|-- mods-enabled

| |-- *.load
| “-- *.conf
|-- conf-enabled

| *-- *_conf
|-- sites-enabled
| *-- *.conf

s apache2. conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

¢ ports.conf is always included from the main configuration file. It is used to determine the listening
ports for incoming connections, and this file can be customized anytime.

« Configuration files in the mods -enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual host
configurations, respectively.

+  They are activated by symlinking available configuration files from their respective *-available/
counterparts. These should be managed by using our helpers a2enmod, a2dismod, azensite,
a2dissite, anda2enconf, a2disconf .See their respective man pages for detailed information.

s The binary is called apache2. Due to the use of environment variables, in the default configuration,
apache2 needs to be started/stopped with /etc/init.d/apache2 or apache2ctl. calling /usr/bin/

anarhad diracths will nat wnel with tha dafanlt ran atinm

e Upgrade to HTTPS

For security purposes, most of the websites nowadays are on
HTTPS (the exchange of messages from the protocol are encrypted).
Here | am going to cover the way to get on HTTPS unofficially by
creating an auto-signed certificate.

There are ways to make it official but for our local vm we are going to
stay in this simpler method.

We need to first go in /var/www/ and change some rights. In order to
check the rights use :

# 1s -1

The default rights are displayed on the left but we need to change them.
They need to belong to the user www-data, which is the user identified
by apache2. You should have this display for now :



root@server-fontanit: Avardoned ls -1

total 4
drm F—vP ¥ 2 root root 4696 May 28 68:43 html
zerver-fontanit: SvarSumg

Here html belongs to root.

and then use these commands :

chown -R www-data:www-data html/
chmod -R u+rwx html/
chmod -R g-rwx html/
chmod -R o-rwx html/

S

These commands do two different things : first give the property of html
to www-data, and then rewrite the good rights. The -R means
“recursive”.

You should now get this display :

~wer-fontanit: varsuuwd chown -R www-data:www-data htmls
er-fontanit arswowd chmod -Rou+r htmls
r-fontanit arswowd chmod -R g+ htmls
er-fontanit arSuowd chmod -R o-rwx htmls
er-fontanit:. g s -1

2 www-data wow-data 4696 May 28 68:43 html
~wer-fontanit: AvarSuond

Now www-data and its linked group have all the rights on the directory
that contains the site.

| will now take care of the configuration required to get the auto signed
https. | will do it for the default site given by Apache which is
/var/www/html/ but it always works the same for any site you host.



First we need to set up ssl keys. In order to do that, goto /etc/ss1/
In this directory, type the following command :

# openssl genrsa -out index.key 4096

This will create a key that will be used for the certificate.
Now let’s create the certificate itself :

# openssl reqg -new -x509 -days 3650 -key

index.key -out index.pem

No information is truly important knowing we are on a vm, the only thing
you need to type right is the Common name here you need to type
localhost , for other uses you will need to type your domain name.

Then we need to edit the file that defines the different ports of apache,
as always do :

# nano /etc/apache2/ports.conf

Normally you just need to add the different 0.0.0.0: , just make it like the
screen :

3~ fontanit : connexion.sh — Konsole oo K

File Edit View Bookmarks Plugins Settings Help

[ mewTab ] split view B paste Q, Find

Now let’s create the configuration files for our supposed site.
Use this command to go in the right directory we need to work on :



# cd /etc/apache2/sites-available/

We need to create two configuration files, one which is the default one,
and one which is specifically for the https. Follow these two commands :

# echo Y ™ >> index.conf
# echo Y ™ >> index-ssl.conf

We need now to fill these files with the right configuration rules, | will give
them to you but not go through the details. It’s just about Apache
configuration and not important to understand in our case.

Firstly, index.conf (with nano of course) :

H 7 fontanit : connexion.sh — Konsole VoA X

File Edit View Boockmarks Plugins Settings Help

New Tab Split View Paste Find
+ ) p

<VirtualHost localhost:80>

ServerName localhost
DocumentRoot /var/www/html

ErrorLog ${APACHE_LOG_DIR}/error.index.log
CustomLog ${APACHE_LOG_DIR}/acces.index.log "%h %I %u %t \"%n\" %>s %b"

<Directory /var/www/html/>
Options -Indexes +FollowSymLinks
AllowOverride All

</Directory>

RewriteEngine on
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RewriteCond %{SERVER_NAME} =localhost

RewriteRule * https://%{SERVER_NAME}%{REQUEST_URI}
[END,NE,R=permanent]

</VirtualHost>

Secondly, index-ssl.conf :

n F 4 fontanit : connexion.sh — Konsole v oA X

File Edit View Bookmarks Plugins Settings Help

51 MewTab  [10 split view ® Paste O Find

<IfModule mod_ssl.c>
<VirtualHost localhost:443>

ServerName localhost
DocumentRoot /var/www/html

SSLEnNgine on
SSL CertificateFile /etc/ssl/index.pem
SSL CertificateKeyFile /etc/ssl/index.key

ErrorLog ${APACHE_LOG_DIR}/error.index.log
CustomLog ${APACHE_LOG_DIR}/access.index.log combined

<Directory /var/www/html|/>
Options -Indexes +FollowSymLinks
AllowOverride All

</Directory>

</VirtualHost>
</IfModule>




| used Rewrite on certain Apache rules, this is a mod that is not enabled
by default on a machine, we need to activate it by using :

# al2enmod rewrite

Now that this is made, we should be able to enable our site by using this
command :

# al2ensite index-ssl.conf

The last step is to restart apache to apply everything we did :

# systemctl restart apache2

Now just try to access your site at the new address which should work :
https://localhost:4443/

You will get an error page on some browsers because it's an unofficial
certificate but just accept it anyways.

Yes we need to specify 4443 because we made a port forwarding when
we started the machine.



https://localhost:4443/

PostgreSQL installation 7,

e Getting a working postgresql server

PostgreSQL is a database service that allows you to manipulate
data easily, it can also be used in web services as we will see later.
Its official documentation is available here :
https://www.postgresql.org/docs/

On Debian you can once again install this service with a simple
command :

# apt install postgresqgl

To check if postgres was successfully installed you can try to connect on
the postgres user with :

# su - postgres

Use exit right after.
To check if PostgreSQL service has correctly started :

# systemctl status postgresqgl



https://www.postgresql.org/docs/

If the service hasn'’t start correctly, you can easily start it with this
command :

# systemctl start postgresqgl

In order to check if the database is working correctly, we will add some
users and tables into a specific database a bit later. First connect to the
database with (on the postgres user) :

# psqgl

If you get connected to postgresql, the databases are accessible for the
postgres user, that’'s good but now we are going to manage connections
first.

e Manage the connections to PostgreSQL

In order to allow all users you are going to create in the future to
use the database and allow connections from the host machine, we will
have to edit some configuration files and change their settings. This part
is really precise and will work only by following the steps.

To allow users who are not postgres to connect to the database, make
sure to be on the root user. First we will edit the file :
/etc/postgresgl/15/main/postgresqgl.conf

You can use any shell text editor but | recommend using nano. Use this
command :

# nano /etc/postgresqgl/l15/main/postgresqgl.conf

Look for the line where you can read “listen_adresses= localhost®
and edititto: 1isten adresses= ’*’



Just like that.

(TS QEMU VoA X
Machine  View

GNU nano 7.2 setc/postgresgl/15/main/posteresgl.conf

# what IF ac to listen ons

This will allow postgres to “listen” to any ip addresses, even those that
are not local.

The second step is to define an authentication rule, in this case postgres

will accept every user created with a password. Edit the next file
/etc/postgresgl/15/main/pg hba.conf

Once again use nano to edit it.

# nano /etc/postgresgl/l5/main/pg hba.conf

Look for the line saying “IPv4”
And edititto: host all all 0.0.0.0/0 scram-sha-256
Like this.
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After all these modifications just restart postgres to apply them :

# systemctl restart postgresqgl

You should now be able to connect to the database with any user, but to
achieve this you need first to perform the next part where we will create
a user for yourself.

e Starting to fill your base

In order to check if the database is working correctly, we will add
some users and tables into a specific database. First connect to the
postgres database while being on the postgres user with :

# psql




Now we will create a user for yourself, we try to avoid using postgres
user for future manipulations due to the fact that he has too many rights;

Here you created a user who has your name, he can create a database,
create roles and has a specific password.

Now you can create the database that user will own :

You can now leave the postgres user by using exit.

The next step is to fill in the database a bit for further tests, starting by
connecting to the database we created previously with your user with
this syntax :

$ psgl mybase

note : the user you created in postgres must have the same username
as your linux user for this command to work, if not, when you want to
connect use this syntax :

$ psgl -U [postgresgl username] mybase

To change the current database while being connected in postgres you
can use this postgres command :



To fill the base | suggest you to use a simple script, before connecting to
postgresql, and while being connected to your linux user, type this in
whatever directory :

S echo "CREATE TABLE test

(name varchar PRIMARY KEY,

id int);

INSERT INTO test values ('Jean',1);
INSERT INTO test values ('Homer',62);"
>> create.sqgl

This script is just an example, you can change whatever values and
names. Now stay in the directory and connect to postgres properly, with
this command or the on the previous page :

S psgl mybase

You can now execute the script you wrote by using :

Now let’s try to make some requests from the vm and from the host
machine to test our database.
First on your virtual machine connect to your base :

S psgl mybase

Then, make a simple request on the tables we created such as :



You should get all the data you entered in your script just like the screen
underneath.

@~ QEMU v A X

If you don’t get the expected results, try to :
1. Check your script.
2. Check if the table is really in the right base (with \d for example).

We will now repeat the same tests on our host. Start a shell.
To connect to the database from the host use :

S psql -h localhost -U [username]

The username must be the one you created a postgres user for.

Use the same request we used in the vm. The result should be this :

. * fontanit : psql — Konsole oo X

File Edit View Bookmarks Plugins Settings Help

[ NewTab  [I] split View ~ B paste  Q Find

fontanit@pc-dg-037-12




If you are unable to connect, try to :
1. Check the configuration files.
2. Check if your host is correctly connected to the vm.
3. Install postgres on your host if it's not the case.

Your base is now created, you can now check some things to make sure
you have done everything correctly and that your postgres is well
organized.

First use this command in your database to check if your user is really
the owner (this time from the vm) :

\d

You can also check the list of bases on your server with :

\1

Do not modify the default bases that postgres created. The important
columns are “name”, “owner” for our use, and | won’t insult you by
explaining their use ;-)

(T QEMU v A X
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You can also check and see all the authorized users with their
passwords in a specific table (The passwords are encrypted for security
purposes).

This table can be consulted only if you have the right privileges, |
suggest you use the user postgres just as | did underneath.

SELECT * FROM pg shadow;

As an example, this is what | get.

NDBEt010A==%akNOnFd1tall

nb : postgres has no password to limit the access to this user, indeed he
is the superuser and has too many rights.



PHP installation ..

Php is a web programming language made for dynamic pages, it is
often used to have interaction between a server and a client.
Its official documentation is available here :
https://www.php.net/docs.php

In this part we will add php service to our apache2 service to make
sure our server can read and execute php files for any website we could
host.

Once again the installation is pretty simple on Debian :

# apt install php-common libapache2-mod-php
php-cli

To test the good functioning of php we will try to open a php file that we
write in /var/www/html/ , write the following command to create a
php file :

# echo “<?php phpinfo();phpinfo (INFO MODULES) ;
?>" >> info.php

A quick note : you mustbe in /var/www/html/ because this is the
place where apache reads the different base sites.

In this case we only host one site, it would be more complicated with
multiple sites we would need different configuration files. Also, this
directory is owned by the user www-data as we saw in the https part.

Now, on your host machine try to access : hitp://localhost:8080/info.php

If you can access it, php is working !


https://www.php.net/docs.php
http://localhost:8080/info.php

Just another example of php test | made is to display on a web page
informations about my system using different shell commands such as

whoami (current username), who (currently connected user
Isbin/blkid (display disks), ip addr (networks interfaces), dpkg
“apache” (display all the packages of apache), systemctl status
apache2 (display the status of apache2 service), systemctl status
postgresql (display the status of postgresql service), and then dpkg and
systemctl for ssh service.

grep

Following that, once again | place this file in /var/www/html/ ,then |
need to use /sbin/blkid , and then open the file on
http://localhost:8080/page _sae S2.03.php

And this is the result | get.

Bonjour
Je suis www-data

Qui est connecté 7
Fontanit ttyl Jun 5 6808
roat pte/s Jun 5 00:45 (16.6.2.2)

Mes disques sont
Mes interfaces

L lo: mtu 65535 adisc nogueue state UM group default dlen 1090
Link/ Loopback 00:00:00:00:80:09 brd 6B:00:5:0
in 8 scope host
0 LFt forever przfzrred 11t forerer
inet, 1:1/128 scope host noprefix
valid_Lft forever przfzrred i o
enpbsd: mtu 1500 giise fa. codel state Ub group sefalt alen 1000
Linether S2is4.00:12:34150 b (13 F15TTE o
1 10.0.2.13/2¢ bry 10.0.2.295 scope glotit fymanic enpos2
" alia L1t T9765sse praferred. 11t 1o
inett fEcB 03411 fel 253058/ 1cope sne  dynanic mgtapasd-
85374sec prefarre
;mc FEBB £5854: F1: fel2: 3456 /64 itopa \mk
d_LFE forever preferred Lt fo

i ch 2.4.50- 1ndieb1201 a6t Apache KTTP Sary

i apacheZ-bin 214730 1ncieb1 201 a6t Roache HTTD Sarver {nodules and sher binary files)

ii apachel-data 214730 1ncieb1 201 au Apache HTTD Sorver {coman files)

ii apachelutils 214750- 1ndieb1 201 a6t FEache TR Sorar (55Te% praarans for web zarvers)

i libapache2-nod-php 2130300 au server-side, HTHL-embedded scripting language [Apache 2 module) (detault)
i libapache?.nod-phpd.2 8.2.18- 1-ceb1201 amdbt server-side, HTHL-embedded scripting Language (Apache 2 nodule]

My apache status is

" apagheg.seryice - The dpache HITP serv
Lomies |FTib5cyueona/oystoviapache2 service: enabled; preset: endbled]
HiEeer setiue (uaniats Siete hes oobk N 53 0153 04 CEBT. Tomn aap
Nitpa://netpa. pache orgidocs 2 4/
Process: 2284 ExecStarts/usr/soin/apachectl start [codesexited, ststus=D/SUCCESS)
Fain PID: 2288 {apachez}
Tasks: 10 (Limit: 4644)
551

(e
Coroup: fsysten. service
23 “k start

12289 “k start
1-2230 “k start
12231 “k start
-2 “k start
12253 -k start
12330 st
I-ua K sta
Iz reanert sttt mache2”

«
EEE R e

My postgresql install is

ii postgresgl 154248 all object -relational SOL database [supported version]

i postgresgl.15 15..6-B+eblaul andbd. The Horld's Wost Aduanced Bpen Source Relational Dstabase
i postgresgl.client-15 15 6-B+eblaul andbd. frant-end prograns for Postgret

i1 postgresnlclient-comon 28 all oo o Aot Bogtgr 80 cLient versions

i postgresgl-c 28 Al PostgresQL database-cluster nanager

My postgresql status is

* postgresql.cervice - PostoraSiL RDEHS
eated Loaded | [Lib/aystond/cystonipastarasal, senvice: smbled preset: snasisd)
fctive: active (exited) since Wed 2024-06.03 6613:31 CEST; In Semin
Brocess: Gl ExecSiarco/uin/Srue | codereriiad, £ iatua-n/ SUCLESS)
10 PID: G (cadecsites, <iatiscs/ SLESS)
«

My ssh install is

11 libsshz-l:and6d

1.10,0-3+h1 bt 5542 client-side Library

11 apenssh-client 1:9.2p1-2+deb 1202 andbs secure snell (SSH) client, for secure actess to remote machines

11 apenssh-server 1:9.2p1-2+deb 1202 andbs secure snell (SSH) server, for sscure access from remote nachines

11 apenssh-sftp-server 1:9,2p1-2+deb1202 andbs secure snell (SSH) sftp server madule, for SFTP access fron remote machines
11 task ssh-server ERE} al

My ssh status is

* ssh.service - DpenSD Secure Shell server
Loaed: Loaded {/1ib/systend/systen/ssh service; enabled; preset: enabled)
Active: active {ruming) since Wed 2634.86-85 08:83:26 CEST; 1n S6min ago
Do <hl (8]

man: sshd_configis)
Process: 475 ExacStartPre=fusr/sbin/sshd -t [codesexited, status=d/SUCCESS)
Main PID: 507 |
Tasks: 1 (linit: 4644)
a6

Pl 47Ems
Coroup: fsysten.slice/ssh.service
-307 "sshd: fusrisbin/sshd -D [Listener] 0 of 10.10 startups®


http://localhost:8080/page_sae_S2.03.php

PhpPgAdmin installation

In this part we will focus on installing and setting up PhpPgAdmin,
it is a service that allows you to control your databases (with
PostgreSQL) directly in a webpage. It is used to make your life easier
while developing a website which needs to access databases, for
example to manage different users.

The official documentation of this service is available here :
https://github.com/phppgadmin/phppgadmin

On a debian system you can easily install the packages with :

# apt install phppgadmin php-pgsgl -y

In order to allow the use of PhpPgAdmin on a web interface, there are a
couple of modifications we need to do.

e You need to access the file Connection.php to check its
location you can use :

# find / -name Connection.php

This command will look for the file in the whole tree structure of your
machine.

Normally the file is in /usr/share/phppgadmin/classes/database/
Just as we did before edit the file :

# nano
/usr/share/phppgadmin/classes/databse/
Connection.php



https://github.com/phppgadmin/phppgadmin

Look for the line saying “case ‘14’ : return ‘Postgres’;
break;” and change the “14” to “15”. This will allow the service to
take into account the version 15 of postgres.

e Now we need to authorize remote connections. The file we need
for thisis in /etc/apache2/conf-available/

Precisely there should be a file called phppgadmin.conf, so once
again edit it :

# nano
/etc/apache2/conf-available/phppgadmin.conf

In the file there should be a line saying “Require local”, justunder it
add a new line saying “Require all granted”.

@~ QEMU v A X

Machine  View
[ s/etcs/apachessconf-avalilable/phppgadmin. conf

You can now access your PhpPgAdmin space at
http://localhost:8080/phppgadmin/


http://localhost:8080/phppgadmin/

When arriving at this address, in the left menu, click on “PostgreSQL” ,
the one with a red cross. Enter your username with its password.

You should get this page displayed.

B A R2.06-schedule x A tpo6 X & phpPgAdmin x| 8 phpPgAdmin
« > C O DO o localhost:3080/phppgadmin/ & 90 8 =

| @ 1tlooks like you haven't started Firefox in a while. Do you want to clean it up for a fresh, like-new experience? And by the way, welcome back! Refresh Firefox...

phpRgAdTin PostoreSQL 15.6 Debian runing on = \oged in as user “fontanit”
P onopoadmin: [ PostoresoL?:
- 3

B servers a

- [ PostgresQL 8 8 )
@-(J mab Databases” Account abiespaces” . Expor
- postg: Actions  Comment

-

US.UTE op | privieges | aker
SUTF-8  pg_defaut 7453 kB Drop | Prvieges | Aler | default administrative connection database

Just click on “mybase” to enter your database. Then, click on the first
column named “schema”. Finally click on “browse” in the column named
“actions”. This is the default place to make queries in your database.

And thanks to PhpPgAdmin you can now make queries in your base
from the graphical interface just like this.

PostgreSQL 15.6 (Debian 15.6-0+debl2ul) running on lecalhost:5432 -- You are logged in as user “fontanit”
l@;}hpPgﬁ.dmin: @ PostgreSQL": [_]mabase ;

Query Resulis

SELECT * FROM test;

| Submit Query |
nom id

Jean 1

Homer 2

2 row(s)

Edit SQL | Expand | Download | Refresh

This really makes the database easier to manipulate !
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b}

Summary

As a general idea, here is the space taken on my vm after all the
installations and manipulations | did :

(T QEMU v A X

Machine  View

r-fontanit ttyl

n: fontanit

To check your space you can use :

$ df -h

You can also check the assembly and partitions by using :

# cat /etc/fstab

Here is what | have in this file.

fontanit:™#




One last thing concerning security, | suggest you to install this debian
package :

# apt install lynis

It's a security tool that can display all the potential dangerous services
running on your machine. You can use it by running the command :

# lynis audit system

And then it’s pretty simple to read, the services marked in red are
potentially dangerous, at the end you have the which are
really bad for the machine. It also gives information about how to solve
those problems. | will let you go through this service on your own
because it would need an entire guide !

This is what is displayed at the end of the command :

Suggestions

.com/lynis/controls/LYNIS/
.com/lynis/controls/DEB-0288/

.com/lynis/controls/DEB-0818/

itrols/DEB-0831/

s/DEB-0880/
s/controls/

.com/lynis/controls/BO0T-5264/
.com/lynis/controls/KRNL-5820/

.com/lynis/controls/PROC-3614/

.com/lynis/controls/AUTH-9238/




This is just an example, Lynis displays a lot more infos that | will not
detail.

You can also make sure to have frequent security updates for
example by using crontab. It is a service that runs specific tasks in the
background at regular periods of time that you can set up.

It should be installed by default but if not, you know the song :

# apt install cron

Then write a script for security updates, for example :

# echo “apt update && apt upgrade -y && apt
clean && apt autoclean” >> security.sh

The “-y” is an argument to automatically say yes to every
confirmation.

Then edit it with nano to add #!/bin/bash at the beginning that will
make it an understandable script by your machine. Like this :

Don’t forget to make it executable with chmod as always.
And now with crontab use :

# crontab -e

After using this command, crontab will ask you to choose an editor,
choose the one you want, | chose nano as always.

Here you wanna add a line at the very end, it should look like this :
# m h dom mon dow command
01 * * & /usr/bin/sh /root/scripts/security.sh



Personally my file looks like this :

B~ {root) localhost:2222 — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[ MewTab [ splitview ~ B Paste O Find

Don’t forget it’s a script so make it executable as | explained earlier !

Some explanations : this configuration says that every day at 1am, the
script will be executed and make the security updates. In this case it's a
vm so it’'s not that useful, but for a server that runs 24/7 it would work !

You are now ready to set up your own vm to run any type of website no
matter the language used. You can also manage your own databases
either on a graphical web interface or by using commands.You also have
a way to connect to your vm from your host and a little bit of security !



